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Presenter
Presentation Notes
This presentation is about the C2SIM standard and different roles of different organizations that have had an impact on it. We already heard about some of those organizations in the presentations before, like in Mark’s history presentation. But I am only going to explain their influence on the standard without going into each of their aspects.
Apart from that, I am also going to explain how to exploit the C2SIM standard for own applications.



Outline P

organization

NATO Standardization Office
Institute of Electrical and Electronic Engineers (IEEE)
Simulation Interoperability Standards Organization (SISO)

Standardization Process Overview
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Presentation Notes
There are three key standards activities that have created the resources currently selected for use in FMN: the NATO Standardization Office,  the Institute for Electrical and Electronic Engineering (IEEE), and the Simulation Interoperability Standards Organization (SISO). In the coming slides, each of these organizations is described, but we will see that SISO has a major influence in the other two organizations.




P M &S Standards in Federated Mission m
S -ty S NetWO rkin g org*;mon_/

Information exchange content and protocols are governed by a number of
established standards and best practices within NATO and across the
International M&S community:

Command and Control Systems — Simulation Systems Interoperation (C2SIM), SISO-STD-
019-2020 / NATO STANAG 4856 Ed 01

High Level Architecture (HLA), IEEE Standard 1516 / NATO STANAG 4603 Ed 03
NATO Education and Training Network Federated Object Model (NETN-FOM), AMSP-04

Modeling and Simulation as a Service (MSaaS)
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Science and Technology m
e organization

Initiates, coordinates, supports, and administers NATO standardization
activities
Under authority of the Committee for Standardization (CS)
Integrated NATO Headquarters staff element reporting to the Military Committee and CS
Goal of enhancing interoperability and operational effectiveness of Alliance military forces

NSO encourages implementation of Standardization Agreements (STANAGSs), NATO

documents specifying the agreement of member countries to implement a standard

Liases with civilian standards-developing organisations

Source: NATO - Topic: NATO Standardization Office (NSO)
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Presentation Notes
The NATO Standardization Office (NSO) initiates, coordinates, supports and administers NATO standardization activities, which are conducted under the authority of the Committee for Standardization (CS) -- the committee responsible for standardization policy. The NSO assists NATO’s Military Committee in developing military operational standards. These activities foster NATO standardization with the goal of enhancing the interoperability and operational effectiveness of Alliance military forces.
�Highlights
The NSO is an independent office which initiates, coordinates, supports and administers NATO standardization activities.
The Director manages the standardization activities of the NSO and is responsible for the efficient functioning and administration of the Office.
�
Role
The NSO initiates, coordinates, supports and administers standardization activities conducted under the authority of the Committee for Standardization (CS). The Director of the NSO is the principal advisor to the Military Committee (MC) on the development and coordination of standardization activities. He supports and assesses the activities of the MC Standardization Boards (MCSBs) and ensures that a satisfactory liaison is maintained between these boards and other Alliance standardization bodies.
The DNSO is responsible for carrying out decisions of the CS and implementing its guidance. It also addresses the standardization priorities of the North Atlantic Council (NAC) and of the Secretary General. Moreover, the NSO supports the NATO Defence Planning Process, which is the primary means to identify the required capabilities and promote their timely and coherent development and acquisition by Allies. Additionally, it encourages implementation of Standardization Agreements (STANAGs) through defence planning. A STANAG is a NATO document that specifies the agreement of member countries to implement a standard. There are more than 1,200 STANAGs promulgated in NATO. For instance, NATO has adopted a standard in the naval operational domain governing multinational maritime support of humanitarian operations or for emergency markings on the outside and the inside of aircraft.
The NSO publishes NATO standardization documents, and further manages a database of NATO standardization documentation.
The Office also maintains the NATO terminology directives and programme and management tools (including a database for the Alliance, such as NATOTerm). It coordinates and facilitates the standardization of terms and definitions required for use throughout the Alliance. Terminology helps establish a common language which underpins standardization and interoperability.
Working mechanism
The MC exercises supervision and corporate oversight as well as promotes best practices.  The MC and the CS develop annual objectives for the NSO in their respective areas and approve the Director’s annual progress report.
The Director is responsible for the efficient functioning and administration of his staff of approximately 45 people in accordance with guidance from the MC and the CS. He promulgates all ratified STANAGs and Allied Publications (APs).  He liaises directly with the chairmen of NATO committees, staffs, the Strategic Commands and communicates directly with any NATO command, agency or staff on matters of NATO standardization.  The Director also liaises with civilian standards-developing organisations (SDOs) and acts as the NATO standardization management staff focal point with those organisations.
Evolution
Shortly after the establishment of the Alliance, it was recognised that the coordinated development of policies, procedures and equipment of NATO members held great potential for enhancing the military effectiveness and efficiency of the Organization. As a result, the Military Office for Standardization (MOS) was established in London in January 1951 for the purpose of fostering the standardization of operational and administrative practices.
In 1971, the MOS moved from London to NATO Headquarters in Brussels, Belgium, where, following the 1998-2000 review of the NATO Standardization Process, the MOS was combined with the Office of NATO Standardization. The latter addressed broader standardization issues such as identifying overall Alliance standardization goals and coordination between operational and material activities.
In August 2001, the NATO Standardization Agency (NSA) was granted expanded responsibilities for the coordination of standardization activities within NATO.
In July 2014, as a result of the NATO Agencies Reform, the NSA became - without change in its mission, function and activities - the NSO, an integrated NATO Headquarters staff element reporting to the MC and the CS.



https://www.nato.int/cps/en/natohq/topics_124879.htm

st Key Terms in NATO Standardization \F S I| ,

Science and Technology wl
Organization !._L_

Standard: “a document, established by consensus and approved by a
recognised body, that provides, for common and repeated use, rules,
guidelines or characteristics for activities or their results, aimed at the

achievement of the optimum degree of order in a given context.”

Interoperability: “The ability to act together coherently, effectively and efficiently
to achieve Allied tactical, operational and strategic objectives.”

STANAG: “a NATO standardization document that specifies the agreement of

member countries to implement a standard.”

Source: NATO - Topic: Standardization
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Presentation Notes
Here are some key definitions relating to NATO standardization.

https://www.nato.int/cps/en/natohq/topics_69269.htm

SdB

organization

Science and Technology

|dentifying standardization requirements or deficiencies

Formulating and agreeing on priority standardization objectives

Formulating or updating NATO standards

Ratifying NATO standards by nations individually (based on national interests and policies)

Promulgating NATO standards (to all relevant national authorities, military commands and

iIndustry)
Implementing agreed NATO standards as a matter of national policy

Verifying and validating the implementation of agreed NATO standards

Source: NATO - Topic: Standardization
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The NATO standardization process is the way that NATO member countries agree on common rules, guidelines or characteristics for their military activities or equipment. The process aims to achieve interoperability, which means the ability to work together effectively and efficiently. The process involves the following steps1: (https://www.nato.int/docu/logi-en/1997/lo-1709.htm)
Identifying standardization requirements or deficiencies. This is done by analyzing the needs and gaps of NATO’s military capabilities and operations.
Formulating and agreeing on priority standardization objectives. These are the goals and priorities for standardization that are approved by the NATO Committee for Standardization (CS), which is the main body responsible for standardization policy.
Formulating or updating NATO standards. These are documents that specify the agreed standards for common and repeated use. They are developed by specialized NATO groups of experts, such as the Military Committee Standardization Boards (MCSBs).
Ratifying NATO standards by nations individually. Each NATO country decides whether to accept and implement a NATO standard, based on its national interests and policies.
Promulgating NATO standards. This means making the NATO standards known and available to all relevant stakeholders, such as national authorities, military commands and industry.
Implementing agreed NATO standards as a matter of national policy. This means applying the NATO standards in practice, such as in training, procurement, maintenance and operations.
Verifying and validating the implementation of agreed NATO standards. This means checking and evaluating the effectiveness and impact of the NATO standards on interoperability and operational performance.
The NATO standardization process is a continuous and dynamic activity that responds to the changing security environment and the evolving needs of the Alliance. It is a key enabler for NATO’s collective defence and crisis management missions.


https://www.nato.int/cps/en/natohq/topics_69269.htm

=—= Engineers (IEEE)

International technical professional organization (world’s largest) dedicated to

advancing technology for the benefit of humanity (https://www.ieee.orq)

IEEE has a major focus on development of international standards and best

practices

Key M&S products include: High Level Architecture (HLA, IEEE 1516-2010
series), Distributed Interactive Simulation (DIS, IEEE 1278-2012 series),
Distributed Simulation Engineering and Execution Process (DSEEP, IEEE
1730-2010 series)
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IEEE has an active portfolio of nearly 1,300 standards and projects under development, IEEE is a leading developer of industry standards in a broad range of technologies that drive the functionality, capabilities, and interoperability of products and services, transforming how people live, work, and communicate. With collaborative thought leaders in more than 160 countries, IEEE-Standards Association is a leading consensus-building organization that enables the creation and expansion of international markets and helps protect health and public safety.


https://www.ieee.org/

N O1AN

el |EEE Standards Development Life Wi
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organization

Standards

Development Cycle

Source: IEEE SA - Developing Standards
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Presentation Notes
IEEE operates under strict rules for developing of standards to ensure compliance with principles of direct participation, transparency, due process, broad openness, broad consensus, coherence (where IEEE coordinates with industry, governments, associations, and numerous other organizations in the development of standards), balance (multitude of stakeholders), and development dimension (enabling widespread participation without, for example, travel costs). See http://globalpolicy.ieee.org/wp-content/uploads/2020/08/IEEE20014.pdf



https://standards.ieee.org/develop/

PSEE Simulation Interoperability Standards m
=3 (Qrganization (SISO) _—

SISO is an international organization on Modeling and Simulation (M&S)
supporting:

Exchange of ideas

Examination and advancement of technologies and practices

Development of standards and other products

Working with other standards organizations, such as IEEE and ISO (International Organization

for Standardization)

SISO standards, guides, reference products
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We will describe how SISO goes about developing standards, using the recent standardization of the C2 Systems – Simulation Systems Interoperation (C2SIM) as an example of each stage in the process. NATO and SISO have a strong partnership to identify and develop needed standards. As C2SIM covers important interoperability aspects for NATO, there are efforts to include and use it into NATO FMN or Federated Mission Networking. This is supported by different other NATO groups such as NMSG-201.




@@y Central Role of SISO \\w [l

SclencF ar!d Technology m
Organization =l organization

NATO Simulation Institute of

Standardization Interoperability Electrical and
Office X collaboration Standards subordination . EIeCtronic
Organization Wp’;;gfi‘;d Engineers

NATO and SISO have a formal agreement to collaborate on simulation interoperability standards

and best practices

Technical Cooperation Agreement established between the NATO Modelling and Simulation Group (NMSG) and
the SISO

SISO is recognized by IEEE as the standardization organization for modelling and simulation,
operating under the authority of and in conformance with the processes and procedures of IEEE on
specially identified standards and best practices
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Presentation Notes
Standards and best practices developed by SISO under the auspices of IEEE include: IEEE 1278 Distributed Interactive Simulation, IEEE 1516 High Level Architecture, IEEE 1630 Distributed Simulation Engineering and  Execution Process.

Members from the NATO Modelling and Simulation Group frequently participate in SISO activities and will often identify standards produced by SISO as Standardization Agreements (STANAGs) for adoption by all member nations.

Because of this central role, we will focus the rest of this presentation on SISO processes, using the recent C2SIM standardization activities as an example.




NATO

@™ Role of SISO for M&S

Science and Technology wl
Organization !._L_

SISO goal of activities is to enable greater M&S:

Capability
Interoperability
Credibility
Reuse

Cost-effectiveness

PUBLIC RELEASE
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Presentation Notes
All those activities that SISO participates in or even leads correspond to SISO’s general goals. All efforts are to support capability, interoperability, credibility, reuse and cost-effectiveness in the M&S community.



sazs SISO Standardization Principles \F al

SclencF ar!d Technology m
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Generality: “Standards Products shall be as general as possible, while still
maintaining usefulness, to support the broadest community of current and future
users.”

Stability: “Standards Products shall be established and changed only as necessary.
They shall be prototyped and tested before being proposed for adoption to
demonstrate their maturity.”

Supportability “Standards Products shall maintain the integrity of the existing product
suite and the needs of the user.”

Source: https://www.sisostds.org/ProductsPublications/Standards.aspx
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Presentation Notes
These goals are supported by the standardization efforts that again need to stick to principles ensuring the relevance and reliability of a standard. It contains the generality principle ensuring that a product is useful to a broad community of users. Stability refers to the state in which a product is standardized. At this point a standard should be prototyped and its maturity be evaluated and confirmed to assure its usefulness for users. Finally, supportability is to guarantee maintenance of a standard product to not require constantly new standards, which again matches the generality principle.



B8 SISO Process for Standardization S|
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Six-Step Process

Process Output
Approved Product

Nomiation

o Product 1. PDG Infrastructure
Development 2. Draft Product

1. Balloting Group
3 ;rﬁd;ﬂ 2. Balloting Results
=l 3. Balloted Product

1. EXCOM Approval

. a Product
Step 1: Activity Approval 4 Appr:va| g: ?.:E’,_?T’E’i,;"”“

Interpretation, 1. Interpretations
Distribution & 2. Problem/Change DB
Configuration 3. Product Support
Management

Partodic 1. Product Nomination
A . 2. Product Reaffirmed
SVIeW 3. Product Withdrawn

Sponsor Product Development Group Product Support Group
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Presenter
Presentation Notes
Those principles can be found in the 6-Step-Process for Standardization that describes activities and decisions and subgroups of SISO that are responsible for each step. C2SIM as SISO standard also had to follow it. 
In the first step of the process, a sponsor has to nominate a product. Then a Product Development Group takes over to ensure that the activity to develop a standard will be approved due to the generality principle. In Step 2 the Product Development or PDG starts with the Product Development to get a draft and prototype according to the stability principle. Ideally, in this step, the PDG gets feedback from different users and other organizations to incorporate it into the product. In Step 3, the product will be balloted. The PDG has to organize it and ensure interest in the community to get a representative ballot group. After balloting and including more feedback from the community, the product probably will be approved.
Having the standard approved, a Product Support Group or PSG takes over. Its tasks are to interpret the standard and develop a configuration management plan to support and maintain the standard. This meets the need of the supportability principle.
The final step is a periodic review to evaluate if a product still meets user needs. This can lead to new product nominations, that a product will be reaffirmed or withdrawn.
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Step 1 (2014): MSDL and CBML PDGs proposed new C2SIM to (not fully) combine:

Military Scenario Definition Language (MSDL) (SISO-STD-007-2008): Initialization of military
scenarios using XML schema (element relationships, data types and boundary constraints,

business rules of each element and its attribution)

Coalition Battle Management Language (C-BML) (SISO-STD-011-2014) language for
expressing and exchanging plans, orders, requests, and reports, XML schema for information

exchange, defined content and structure

C2SIM was proposed as a hew approach to combine and harmonize both prior

standards using formalized semantics (ontology) for specification of the standard
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Step 1 in the C2SIM standardization took place in 2014. As result of the periodic review of the former standards, MSDL and C-BML. MSDL or the Military Scenario Definition Language was used to initialize military scenarios with their participating entities in the form of XML schema and Coalition Battle Management Language was used to express and exchange plans, orders, reports etc. also with XML schema. But these turned out not to be fully compatible and the PDGs had the role of sponsors for the new Standard C2SIM to combine and harmonize both needs.
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Step 2 (2014 - 2020): SISO-C2SIM-PDG developed products:

C2SIM ontologies
Process and guidelines to use and extend C2SIM

Build consensus among the members

Step 3 (2020): SISO-C2SIM-PDG organized a ballot group:

Balance the composition of the ballot group
Resolve ballot comments with ballot group members

Result: Balloted C2SIM Standard
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In 2014 to 2020, the SISO-C2SIM-Product Development group was being in charge. In this time Step 2 took place. PDG developed C2SIM products. These contain three ontology layers, a GUIDE and a process to extend C2SIM for own applications. Of course, they also had to build consensus amongst members.
During the balloting process, PDG was responsible for balancing the composition of the ballot group to ensure that academic, government and industry members were represented accordingly. The balloting was finished at the beginning of 2020.
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NATO Modelling & Simulation Group -145 (Operationalization of Standardized
C2 Interoperability) formed to:

Test the C2SIM standard in Step 2 for different coalitions and use cases
Provide input to SISO-C2SIM-PDG

Evaluate possibilities to use C2SIM in NATO, e.g. as STANAG
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In the meantime of Step 2, there were activities concerning C2SIM in NATO, too. The modeling and simulation group MSG-145 was built to test and assess the C2SIM standard. These activities were performed before C2SIM had been standardized for different coalitions and use cases to provide feedback to SISO-PDG. MSG-145 also evaluated and recommended that C2SIM should be adapted to a NATO Standardization Agreement (STANAG) and 



. NATO

Sams Role of MSG-145 in C2SIM B

Organi organization

MSG-145 exploited C2SIM with use cases (SISO Guideline on Scenario
Development (GSD)):

Operational Scenario: defines and models operational needs
Conceptual Scenario: represents re-usable abstractions of scenario

Executable Scenario: represents executable versions of the scenario and is directly usable

for experimentation
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MSG-145 exploited use cases based on the PDG Guideline on Scenario Development which includes an operational scenario to define and model operational needs, conceptual scenario that represents re-usable abstractions of a scenario and an executable scenario that is directly usable for experimentation.
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Science and Technology m

C2SIM was tested for various use cases:
For different coalitions, C2SIM Sandbox (GMU)
Across different nations: Italy, USA, Norway, France, Germany, UK
For different domains: Land, Air, UAV operations, Cyber Warfare

For various application objectives: mission planning, joint mission planning, command post

(collective) training, mission rehearsal
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MSG-145 exploited use cases based on the PDG Guideline on Scenario Development which includes an operational scenario to define and model operational needs, conceptual scenario that represents re-usable abstractions of a scenario and an executable scenario that is directly usable for experimentation.
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Experience with C2SIM led to:
Feedback to the SISO C2SIM PDG
Assessment of maturity and usefulness of C2SIM (before balloting phase)
Assistance to the community with future adoption of C2SIM and with providing C2SIM
sandbox for use in early testing

Initiation of acceptance as a C2SIM STANAG
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Those experimentations and extensions then lead to feedback to the PDG on the assessment of the standard including the standard ontologies as well as different processes as the extension process. MSG-145 managed to do this before balloting. The group was able to show the usefulness and the maturity to the standard. This again was assistance to the community for adopting this standard, also with the help of C2SIM Sandbox. Those activities were important as first step to initiate the adoption of C2SIM into a NATO Standards Agreement.



Approval for C2SIM (Step 4)

organization

SISO-STD-019-2020: Standard for Command and

Control Systems - Simulation Systems Interoperation

Input _ Process Output

I oduct Activity Approved Product
Extension to Command and Control Systems - k=

1. PDG Infrastructure
2. Draft Product

Simulation Systems Interoperation 3 Balotng hevoe

3. Balloted Product

1. EXCOM Approval
2. SISO Product

SISO-GUIDE-010-2020: Guide for Command and 3.95G TOR

Interpretation, 1. Interpretations
Distribution & 2. Problem/Change DB

Configuration 3. Product Support

Control Systems - Simulation Systems Interoperation anageent | | m—

Periodic
: 2. Product Reaffirmed
6 [ 3. Product Withdrawn

onso Product Development Group Product Support Group
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As output of the previous steps of the standardization process and with the help of MSG-145, C2SIM has been standardized in April 2020. The SISO standard includes C2SIM with a Core and Standard Military Extension, a Land Operation Extension and a Guide to C2SIM including a description of how to use and extend C2SIM for own applications.



(1 of 3)
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Step 5: Interpretation, Product Change and Support
Initiation of a C2SIM Product Support Group (PSG)

Configuration Management:
Six-Step Process

Input Process
Problem Reports/Change Requests (PRS/CRS) Nomination 28 Approved

Process for product change

Template for documenting issues

Github site (OpenC2SIM/C2SIMArtifacts: C2SIM Artifacts (github.com)) 3

Document and ontology evaluators

Interpretation,
Distribution &
Configuration
Management

Ballot for new standard version when necessary

Outreach and assistance to adopters

PUBLIC RELEASE Empowering NATO'’s Technological Edge
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Review

onsor Product Development Group Product Support Group
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Output

Approved Product
Nomiation

1. PDG Infrastructure
2. Draft Product

1. Balloting Group
2. Balloting Results
3. Balloted Product

1. EXCOM Approval
2. SIS0 Product
3. PSG TOR

1. Interpretations
2. Problem/Change DB
3. Product Support

1. Product Nomination
2. Product Reaffirmed
3. Product Withdrawn
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The current state of C2SIM standardization is step 5, meaning Interpretation and Product Change and Support. SISO PDG merged with the SISO product support group or PSG. New roles and tasks were defined. Those tasks lead to different subgroups.
A configuration management plan was developed to define a process for Product Change based on Change Requests or Problem reports provided by users. A template is provided to get necessary information and justification for potential product changes. It is managed in a Github and includes document and ontology evaluators. Also changes need to undergo balloting.


https://github.com/OpenC2SIM/C2SIMArtifacts

(2 of 3)

Science and Technology wl
Organization !A_,

Step 5: Interpretation, Product Change and Support
C2SIM Ontology Subgroup (COS)

Improvement and refinement of ontologies S

Six-Step Process

Process

Analysis and resolution of PRs/CRs

based on COS internal evaluations
Future extensions

Cyber Warfare (Blais, 2022a)
NETN-FOM (Blais, 2022b)

Interpretation,
Distribution &
Configuration
Management

Transformation process

Sponsor  Product Development Group Product Support Group

XSLT version (Blais et al., 2019)

Alternative (software-based) transformation process (Dembach et al., 2022)
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Output

Approved Product
Nomiation

1. PDG Infrastructure
2. Draft Product

1. Balloting Group
2. Balloting Results
3. Balloted Product

1. EXCOM Approval
2. SISO Product
3. PSG TOR

1. Interpretations
2. Problem/Change DB
3. Product Support

1. Product Nomination
2. Product Reaffirmed
3. Product Withdrawn
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Another more technical Subgroup is the C2SIM Ontology Subgroup lead by Curtis Blais. The group deals with improvements and refinements of the ontology. Those are based on problem reports and change requests provided by different users, partially from NMSG resulting from recent tests. Also, the COS itself evaluates needs for refinements.
The COS also works on potential extensions such as for Cyber Warfare or NETN-FOM. 
And as most users are used to exchange information with XML schemata, COS works on the transformation process that it provides but also experiments on alternative transformation processes.

They also focus on potential extensions. They are working on improvements of the transformation process. Also



B8 Current State of C2SIM (3 of 3) P
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Step 5: Interpretation, Product Change and Support

Six-Step Process

Input Process Output

C2SIM Ontology Subgroup (COS)

Product 1 Activity Approved Product
. . . L. . . . Nomination Approved Nomiation
Reasoning: utilize implicit information in ontologi¢ A

2. Draft Product
1. Balloting Group

technical possibilities 2. Balloting Results

3. Balloted Product

ontology adjustments 2550 Product
3. PSG TOR
Outreach Distrbtion & 2. Problem)Change DB

Configuration 3. Product Support
Management

Pl 1. Product Nomination
6 Review M 2 Product Reaffirmed
2 3. Product Withdrawn

Sponsor  Product Development Group Product Support Group

Future Step 6: Periodic Review
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Also COS is aiming at exploiting more of the powerful ontology capabilities, such as reasoning which offers to retrieve implicit information. Thus, COS experiments and evaluates technical possibilites including different tools to use reasoning and evaluates ontology adjustments that are necessary to use these reasoning tools.

Within the PDG/PSG Reachout is also discussed. There is a close interaction between SISO PDG/PSG and NATO groups.

Step 6 contains a periodic review that aims to evaluate if a standard still meets all user needs for Modeling and Simulation in our case. It is likely that PSG will have to do periodic reviews of the products. This review can result in a withdrawal once a standard is outdated. But it also can be reaffirmed if it still meets user needs.
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“A Standardization Agreement (STANAG) is a NATO standardization document

that specifies the agreement of member nations to implement a standard.”

STANAG objectives are to support NATO forces and partner forces:

Work together effectively and efficiently
Share a common set of standards to allow for more efficient use of resources

Enhance the effectiveness of the Alliance’s defense capabilities
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As said earlier, MSG-145 recommended C2SIM as NATO STANAG. A Standardization Agreement is a NATO standardization document that specifies the agreement of member nations to implement a standard.
STANAG objectives are to support NATO forces and partner forces to help them to work together effectively and efficiently. For this, they need to share a common set of standards which allow for more efficient use of resources. This will enhance the effectiveness of the Alliance’s defense capabilities.



PSEE Role of Nato Modeling and Simulation
==—a Group in STANAG il

NMSG Vision: “Exploit M&S to its full potential across NATO and the Nations to

enhance both operational and cost effectiveness.”

NMSG is the Delegated Tasking Authority for Standardization in the M&S

Domain

NATO recognizes SISO as a Civil Standards Developing Organization of
Interest for NATO M&S

NMSG promoted adoption of C2SIM into STANAG 4856
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To adopt C2SIM as NATO STANAG also the NMSG NATO Modelling and Simulation Group has a special role. 
NMSG has the vision to exploit M&S to its full potential across NATO and the Nations to enhance both operational and cost effectiveness.
They are actually the Delegated Tasking Authority for Standardization in the M&S Domain. And there is also a close connection to SISO. NATO recognizes SISO as Civil Standards Developing Organization of interest for NATO M&S. Therefore, NMSG paves the way to adopt the SISO-C2Sim standard into STANAG.
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NATO Federated Mission Networking (FMN) is a capability

Aiming to support command and control and decision-making in future operations through

improved information-sharing

Providing the agility, flexibility and scalability needed to manage the emerging requirements

of any mission environment in future NATO operations
Improving cost effectiveness

Maximizing reuse of existing standards and capabillities

“Day Zero” interoperability
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We have learned that SISO is now at a point to support actual C2SIM user needs. NATO Federated Mission Networking (FMN) has been determined as valuable platform to support interoperability with C2SIM.
NATO FMN is a capability aiming to support command and control and decision-making in future operations through improved information-sharing. 
It provides the agility, flexibility and scalability needed to manage the emerging requirements of any mission environment in future NATO operations. It supports cost effectiveness and maximum reuse of existing standards and capabilities, which completely aligns with SISO and NMSG objectives.
Most of all, FMN aims at developing the capability before a possible future crisis, which is called “Day Zero capability”.



NATO CZSIM to SuppOl‘ t NATO F MN ﬁ.l
=z=—~3 [nteroperability e

C2SIM provides:

Command and control (C2) information exchange support for participants
Information interoperability between C2 and simulation systems (among others)
Unambiguous data exchange among systems

“Train as you fight” in collective and individual training

Support to mission rehearsal, operational planning, concept development and

experimentation

Aligns with FMN objectives
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So if we integrate C2SIM into the FMN process, we consider how C2SIM objectives align with FMN process. C2SIM provides command and control (C2) information support for participants, information interoperability between C2 and simulation systems, unambiguous data exchange among systems (C2 and Simulation Systems)
and  a “train as you fight” – idea in collective and individual training, mission rehearsal, operational planning, concept development and experimentation
 
That was an overview of different roles of different organizations that had an impact on C2SIM standardization and implementation.
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Science and Technology m

Organization organization

FMN GOVERNANCE sets objectives, defines the regulatory framework and environment
(rules, procedures, policies, standards etc.).

Reports back Incorporates adjustments

Management Level translates strategies and plans into action by Federated Mission
Networking Affiliates.

FVAMN MManagement Growup M&S Synd icate

NMSG-193/201

FMMN Secretariat

Capability Plannming Change and implementation |
Working Group Coordination Weorking Group
(CPWG) _ {Crewa) _ |

Multinational CIS Security Coalition Interoperability |
Management Authority | Assurance and WValidation |
| PACS ML, | _ Wiiorkdng Growup [(CLAW WG] _ |
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For the implementation of C2SIM into FMN, FMN structure has to be understood.
In FMN on the governance level including a Military Commitee, objectives are set that define regulatory framework and environment such as rules, procedures, policies, standards etc. The management translates those strategies and plans into action by Federated Mission Networking affiliates and then reports back to the governance level about the performance. The governance again evaluates the performance and incorporates the results in adjustments of expectations. 
The working groups constitute mutually supporting and complementary Federated Mission Networking assets in direct communication with other NATO bodies and entities and the native organizations of affiliates as required. For C2SIM, a syndicate has been formed to support the operational coordination working group to define requirements of M&S in FMN.
Those were conducted by the NATO group-193 which lead to a further NATO group (MSG-201).
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Science and Technology
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= organization

FMN Spiral approach leads to:
Development cycles focus on close interaction with users (better, faster, lower cost)
“Plan-a-little/build-a-little/test-with-users/rethink-results* and start a new spiral
Interoperability architecture, standards profile, instructions

Better results than traditional military acquisition
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To actually implement a standard into FMN, there is a spiral approach. These spiral development cycles ensure a close interaction with users (better, faster, lower cost).
in a way that you can “plan-a-little/build-a-little/test-with-users/rethink-results“ and start in a new cycle or spiral. It provides an interoperability architecture, standards profile, instructions and it turns out to provide better results than traditional military acquisition.
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Syndicate for M&S for Mission Rehearsal to include capability into FMN spiral 5

Provided documents due to FMN requirements:

Mission Thread

Procedural Instructions
Context: Capability Need
Operational Environment
Interoperability Architecture

Standards (C2SIM, HLA, MSaas, etc)


Presenter
Presentation Notes
NMSG 193 focused on Mission Rehearsal and aimed at including it into the FMN spiral process. For spiral 5 MSG-193 provided a bunch of documents to the OCWG that were included into the spiral specification. Experts of the group like Kevin Galvin worked on Mission Thread containing all NOV views for M&S for Mission Rehearsal. Furthermore, the group provided Procedural Instructions that define an interoperability architecture, roles, processes, information and information exchange products. 
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Service Instructions describe:
Services
Service architecture
Data Properties

Reference to standards
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Service Instructions define services, their architecture and data properties that are needed to be implemented into the federated mission networks.
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C2 Systems ﬂjlstrlbuted .S'mUIatIOJ ( M&S Applications
J C2ICT, C2SIM ICT W ( NETN ICT L Services J NETN ICT L
C2SIM Control W CzSIMICT J L C2SIMICT (Simulation Services) (Scenario and Model
Applications L J LRepository Services

(T )

SMC Services and
Applications

Geospatial Services

Source: FMN Spiral 5 Service Instructions for
Modelling and Simulation, 2022.

C2: Command and Control; C2IS: C2 Information System; C2SIM: C2 Systems — Simulation Systems Interoperation; ICT: Initialization, Control, Tasking and
Reporting interactions; M&S: Modelling and Simulation; NETN: NATO Education and Training Network
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Provide evidence that M&S standards work for FMN

Annual CWIX (Coalition Warrior Interoperability Exercise):

Test and develop interoperability between deployable national and NATO Communication

and Information Systems in a coalition environment

CWIX 2021-Improving Interoperability for Day Zero Readiness! :: JFTC - NATO
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MSG-201 is a follow-on activity to ist predesessor NMSG-193. According to those PIs and SIs, this group aims at providing evidence that M&S standards are going to work for FMN. To prove that in an established context, NMSG-201 participated at CWIX 22. CWIX aims to test and develelop the interoperability between deployable national and NATO Communication Information Systems in a coalition environment. Thus, it seems fit as the right context to prove that.


https://jftc.nato.int/articles/cwix-2021-improving-interoperability-day-zero-readiness

peEmE N MSG-201: Modelling and Simulation
sooncensrecmavny S in FMN

Coalitions and federations implemented according to FMN Service Instructions

(different simulation systems, C2 surrogates)
Use Case: Mission Rehearsal
System experts for C2 and Simulation Systems across different nations

Interoperability using standards (C2SIM, NETN-FOM, HLA) to share

Information across systems
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In this context, MSG-201 conducted tests with coalitions and federations according to the defined FMN Service Instructions. They provided different simulation systems and C2 surrogates with experts from different nations. The interoperability between M&S systems was shown and work with standards such as C2SIM.
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Evidence that M&S works for Mission Rehearsal

Capability
Interoperability
Credibility
Reuse

Cost-effectiveness
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During MSG-201‘s CWIX participation this year, the use case M&S for Mission Rehearsal was successfully conducted. This shows a new capability for M&S and interoperability with C2 and simulation systems. The credibility was supported by those successful tests within this huge experimentation opportunity. Reuse has been advovated for FMN which meets a cost-effectiveness idea. Thus again SISO and NATO requirements and ideas are met.
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organization

Feedback to SISO-C2SIM-PDG/PSG/COS

PRs/CRs

Investigaion of extensions to the standard

Plans to participate at CWIX 2024 to test further use cases (Collective Training,

Decision Support)

Include new capabilites (crawl, walk, run approach)
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During extensive tests in the Mission Rehearsal Domain, requirements were detected and reported to SISO COS which might be used for a new standardized C2SIM version

MSG-201 is planning to participate at CWIX 2024, too, with a new use case such as Collective training or decision support. The resulting capabilites are intended to be included into the FMN spiral 6.

Pullen: I believe we need to apply a lot more of our attention to Collective Training (CT), a highly evident M&S application for the FMN. We began with Mission Rehearsal (MR) because FMN has an existing requirement and the topic looked manageable as a starting place. However, CT is a more important M&S-based activity. At the upcoming meeting we need to organize more for the CT topic, both in creating Procedural Instruction (PI) for CT (likely in conjunction with other groups working on CT in FMN) and in planning for CWIX, where it is a natural extension of our MR work.
 
In this context, I have two sorts of news to report:
 
FIRST: While I have not seen formal notice, FMN management has been challenged to further extend implementation of existing plans since there has been serious push-back from the nations regarding their ability to implement existing Spiral 5 and 6 scope. As a result, it seems likely Spiral 6 will be partitioned into basic capabilities (which cannot be postponed), and other desirable capabilities that can be moved to Spiral 7, including M&S. This does not reflect the value of our work but rather the need to get other capabilities operational first. I've been trying to get more definitive input as to the value of M&S in this process; the best I've been able to obtain is this statement  which is extracted from a recent email by Lt Col Chris Barstow, coordinator of the FMN Operational Requirements Working Group (OCWG):
 
 
Reference M&S, ... the Affiliates have not prioritized it as an operational requirement for Spiral 6 and so OCWG will not direct CPWG to include it within the Draft Spiral Scope.  ... the Draft Governance Action Plan includes the following: Modelling & Simulation (M&S) / Synthetic Environment: the use of M&S/Synthetic environment is an enhancement to the FMN Framework Collective Training Environment to support FMN Strategic Objective 6. Further, these technologies will become more important during force employment in order to provide the means for commanders to wargame and de-risk courses of action in complex and data-overload operational environments. Once issued I see this as the demand signal for broader M&S development under Spiral 7.
(end Lt Col Barstow email excerpt)
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organization

The complexity of the FMN system-of-systems architecture requires application of

standards

M&S standards are laying the groundwork for interoperation of C2 systems and

simulation systems, with promise for including even more classes of systems

M&S standards are providing the opportunity to exploit benefits of M&S for military

readiness and planning/conduct of military operations

NATO works closely with international standards organizations to identify, select, and

apply the best available standards to advance technical and operational capabilities
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